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Blame the Web?

Police believe that the shooting of 12 students and one teacher in Littleton, Colo., on April 20th, the arrest of five would-be-bomber students in Brooklyn on April 28th, the discovery of a pipe bomb in a California high school on April 30th an the shooting of six students in a high school near Atlanta on May 20 can all be linked to the Web.  Ever since the Oklahoma City bombing, police have claimed that these incidents are connected to knowledge acquired on the Internet.  Their solution:  Blame the Web and shut down sites that provide information to minors and others on making bombs.

The five Brooklyn honor students allegedly learned how to make a bomb from a Web site.  The information as to which one it is has not been released to the public, but bomb-making information is easily accessible on the Net.  Examples may be found at www.coolguy,demon.co.uk/handbook/explosiv.htm and hackpalace.com/anarchy/bombs.

Eric Harris, one of the two Littleton High School shooters, had a Web page that contained instructions on how to build a pipe bomb, which doubtlessly came from the Net.  A purported mirror of his site may be found at pages.prodigy.net/soupfreak/thebook.html.

With all the tragedy in Littleton and Atlanta, there may be an irresistible urge to make our schools safe by shutting down Web sites.  It is true nonetheless that books have been around for years on how to make bombs, such as the Anarchist Cookbook written by William Powell in 1971 and published by Barricade Books.  For 28 years no one has thought to bring a suit against Barricade books to stop distribution of that book.

On the other hand, in 1997, the Fourth Circuit Court of Appeals, a federal court in Virginia, recently named by The New York Times as the country’s leading conservative court, ruled that Hit Man:  A Technical Manual for Independent Contractors, a book on how to hire a paid assassin does not receive First Amendment protection (Rice).  Why the different treatment of these two books?

In a famous 1969 case, Brandenburg, the Court answered this question when it held that only advocacy “directed to inciting or producing imminent lawless action and likely to produce such action” loses First Amendment protection.  And so, one who provides an explanation of acts considered illegal may not intend to incite harmful action but merely to discuss issues the government might otherwise wish to suppress.

Speech can lead to “imminent lawless action: when a listener does not have sufficient time to contemplate his or her actions.  it is the speaker who thinks for the actor when a mob forms.  such a speaker no longer uses his speech freely to transmit ideas, but rather uses oratory skills to act through the hands and fists of others.

Intent is Crucial

It is the intent of the speaker that is crucial to Brandenburg.  The decision protects those how wish to enter offensive ideas into the marketplace of ides but punishes those who wish to act while hiding behind the guise of the First Amendment.

The difference between The Anarchist Cookbook and Hit Man is that the author of the Anarchist Cookbook does not intend to encourage the reader to act lawlessly, only to gain satisfaction from the ability to publish the recipe.  Hit Man encourages lawless behavior.

It is very difficult, therefore, to have a successful suit against “traditional” media or “old” media for causing physical injury since it is not their intent so to do.  for example, had the TV networks carried a clear picture of a how-to-bomb site that the Brooklyn students copied, it is highly unlikely the networks could be held responsible.  Their intent would be to communicate not to cause physical harm through the making of bombs.

How does this apply to the wild west of the Web, where hundreds of new sites are created daily?  In the first place, a Web site is “media” and is entitled to special protection under the First Amendment.  This is because the Supreme Court has given speech on the Net the highest protection in its landmark case of Reno (1997).  Accordingly, if the author of the Anarchist Cookbook has protection for his “speech,” so do the proprietors of the how-to Web sites.

Any law that aims to shut down “how-to Web sites” – and the Senate is currently considering one (S.5470) – will have to pass muster under the First Amendment with respect to the standards set out in Reno and Brandenburg.  In Reno, the Court decided that, as long as there was software to prevent minors from reaching a sexually offensive Web site, the government could not act as a surrogate parent to block such sites.

There may be a legitimate question whether the Court will stick to this analysis – First Amendment lawyers call it the “least restrictive alternative analysis” – when new cases reach the Court, not involving indecent speech, such as, for example, violent speech.  This is because, among other things, the Net has changed so much since Reno.  In a very short time the net has become “media,” and perhaps, sooner than later will become, the dominant media.

Future Cases

There are many Web cases in the pipeline that will in a short time reach the Supreme Court and that will test whether the Court will stick to Reno.  First there is “Reno II,” involving a re-do of the law that made it illegal to have soft-porn available to minors on the Net.  In February, a federal court again held the law unconstitutional, applying the least restrictive analysis.

Second, there is Planned Parenthood’s effective shutdown of an anti-abortion site in Oregon, which was held constitutional by a lower federal court in February (Planned Parenthood v. ACLA).  And if Congress passes a bill that aims to shut down how-to Web sites, there certainly will be litigation testing its constitutionality.

Clearly the Web is different from anything or any media we have ever seen before.  its profusion, its easy accessibility is mind-boggling and bewildering.  But this difference should not justify treating it differently for First Amendment purposes that we have traditional print media.  Unless the standards of Brandenburg and Reno can be met, a how-to Web site available to minors cannot be shut down.

The First Amendment demands no less.
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